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3. HI&IT HTdHT (Security Safeguards)
e ST I HlhdT, YA AT 3R FR&T GiA<d 3 & {7 gaitd 3UTT 311a2T<h 2|
« 32T 3e@ = (Data Breach) &Y Rafd § DPBI 3R mMTfad Safart @1 AT AT 81t
4. ST WY (Data Principal) & 31faéR
frra @1 A= 31faer fiad &:
. Ogd BT UPR: PBT-TT ST I@T TT &, SHBT BRI HiTT Fehd &
e JUR/ESM BT MFIBR: TAT ST BT FURA AT 8 BT 3TTBR|
o HgHfd 9199 A BT 3fHPR|
. fermraa fAarRor &1 ifaeR: fOER! & 3eaiay R 9IS A ferharad B Jdahd Bl
. HgHfd ydus (Consent Manager) ﬁ'ﬂiﬁl' B BT 3fabRI
5. == & feiq faQy Heeror (Children’s Protection)
o 18 a9 J HH 3G &P Jod! IR enies fasmaa a1 eaasR ARl ufadfaa 2
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DPDP Rules 2025 &1 g faraarg
1. gHfd Hath (Consent Managers)
e ITANTHAT DI AgHld BT U&fad B3 BT ATAhIBd UoTTe! |
o YRAIT BUHl &b BY A Usilgpd T 3R 918 J AT T 31TaT b |
2. gI&IT 39Td (Security Safeguards)
o UfehteM, ATRGRTT, TRI-thaldl, HIfHeRT SiY 3UTT Hard |
o ST TR 3R GIEIT TAT3N BT o111 IGHT 3TITh |
3. STeT Ie e AT (Breach Notification)
e 300 8 WX 72 € b WiaR 91 3R Afardl ol AT &A1 gt
4. 3eT '\'1'\’&I'UT Q?I' e (Data Retention & Erasure)
e Tored HIfSaT, S-pmY S SXHIEIRT BT 3 AT B fAfShadr & 1 221 g
I
.« B A 48 H Yd AfeRT ST AIfSH AT BT
o T 32T PRI BId Bl ST THEHT 3Ty |
5. g & fAg sthinra<hia wgafa (Parental Consent)
o 18T A HH 3T & Tl P ST YRGBT 2 AedTiud tfiTadia Jgafa 1fAarf|
6. ffSiest-verw DPBI
. felpraa fAaror, dsitesor, 3oead Ruifcn e gt avg fefoied areaw 1
7. HHI-YR ST §1d0T (Cross-Border Transfer)
o HfdITTd SeT facel WS ST HWhdT 8, olfehd dha gIRT dd 2Idf & dad |
BHT*ﬁEF-I'I'E; (Criticisms)
1. ¥RPBRI B 9gd ATYE 81 BT 7RI |
2. GDPR 99 31feiehRY &l BHI, ST Data Portability |
3. ST HUYAT bl v fdl — IPR a1a | Ufade o7 Aebdl 2|
4. HfaAITd YITAST BT TTTHH 981 — Had &S|
5. WW%%’QW(compliance)a?ﬁﬂﬁwgl
3 (Way Forward)
e WIPRI BT bl T RHTHTI
o TRPBRI ST THITRIUT WR Holgd Y& S|
. Tguafta Ser-gxdiaror x|
e AT dehHlehl (AL STATHIEHT) & AR HAfAd 31us<|
e GDPR 3R 3aRTSET Tardad g3l ol 3794 71
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TORTd & SAMBIST folel & TSl @Tee HIddl Pl arfuisd U &N HATed & 3idid Geographical
Indications Registry GRT GI &7 Y& fda1 T 8|

g 2T Ambaji Marbles Quarry and Factory Association & =TH I STRY T 7T &1
T AT B IR A
- T W AT &5 & UTed BIdT &, ST T U ITfRuls 3R dieferd 2|
Eﬂﬂ?f |€|?'|5|F|IVQ:
- PURE B AR IHE
RI fewBBsuT
QfagTia IUAT:
forset 1200-1500 T & #iex FHioT § U 8l @1 2l
HISZ AT & FAdTg S #fex & FHT0T Tt & Wi gHeBT IUATT gatT|
ST GTIHT 3R 3o BicTaH AT «iel THT deh I T8 ! &THdT &1 &
TN IS BT et & fob ATl & Ui fSid A YR 8, Id1 [ T8l &, wifdh TR 6 88
IThBI TS g2 2
FIeA & oA — SR, $ieis, Jsilie MTe—H HI SHHT IUFIT BT €|
SIS &1 THet & SfeTett Hidel &1 I 18 He iR ded|
GI ST T 8?

Geographical Indication (GI) BHT {7 & ST fooet fasiy ®IH & I~ ITg & @iy Toremr, ufast ar
fasTerarsti & eriar 1

- GI T Geographical Indications of Goods (Registration and Protection) Act, 1999 & d&d &1 ST

H

I 10 TSI & ToTg AT 1T € 3R S8 A IS fhaT ST TehdlT 2
I
o T forEd Wl e
o UTHIUT foepTd Pl sreTer
oS-I IS I Febed /GBI BT
Rd & TS ATl GI-TT U ST
1. 3T URT- Araku Coffee, Tirupati Laddu, Venkatagiri Saree, Kondapalli Toys, Bobbili Veena
2. BT U¥T- Idu Mishmi Textiles, Yak Churpi

3. HH- Muga Silk, Assam Orthodox Tea, Boka Chaul, Sarthebari Metal Craft
4. f8R- Madhubani Painting, Bhagalpuri Silk, Sikki Grass Work, Katarni Rice
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5. BYI9Te- Bastar Dhokra, Bastar Wooden Craft, Jeeraphool Rice

6. - Feni, Khola Chilli

7. TSI - Patan Patola, Kutch Embroidery, Gir Kesar Mango, Sankheda Furniture, Ambaji White
8. BRATUTT - Bhiwani Handloom Saree, Phulkari

9. oAt USIT- Kangra Tea, Chamba Rumal, Kinnauri Shawl

10. BIRES - Sohrai Khovar Painting, Dokra Craft

11. SHI€H- Mysore Silk, Mysore Sandal Soap, Channapatna Toys, Coorg Arabica Coffee

12. BT - Aranmula Kannadi, Alleppey Green Cardamom, Vazhakulam Pineapple, Kasaragod
13. €19 - Ladakh Apricot, Wood Carving of Ladakh

14. T Y- Maheshwari Saree, Chanderi Fabric, Ratlam Sev

15. HETY -Alphonso Mango, Paithani Saree, Kolhapuri Chappal, Nashik Grapes, Puneri Pagadi
16. 1=|'F5\rl'l1'{-Chakhao Black Rice, Moirang Phee, Shaphee Lanphee

17. A€ - Memong Narang, Garo Dakmanda

18. TASTIA- Mizo Tawlhlohpuan, Mizo Hmaram

19. AT~ Naga Mircha, Naga Tree Tomato

20. 3AMfe9M-0disha Rasagola, Kandhamal Haldi, Pipli Applique Work

21. USTE - Phulkari, Amritsari Papad, Basmati Rice

22, ST - Blue Pottery of Jaipur, Kota Doria, Kathputli, Makrana Marble

23, fafepH- Sikkim Large Cardamom, Dalle Khursani

24. Flﬁ?rl'ﬂ'g'- Kanchipuram Silk, Madurai Jasmine, Thanjavur Paintings, Salem Turmeric,

25. A@THT- Pochampally Ikat, Gadwal Saree, Karimnagar Silver Filigree

26. ﬁ?T— Rignai-Risa, Tripura Queen Pineapple

27. W YT - Banarasi Saree, Lucknow Chikan, Kannauj Perfume, Meerut Scissors, Ald Guava
28. IES- Aipan Art, Ringaal Handicraft

29. 99 §T- Darjeeling Tea, Nakshi Kantha, Gobindobhog Rice, Fazli Mango
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Some famous products

» Kashmir Papier Mache
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NEPAL »Madhubani Paintings
» Bhagalpur Silk
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e The Union Government has recently notified select provisions of the Digital
Personal Data Protection (DPDP) Act, 2023, bringing parts of the law into force.

e To operationalize the Act, the Ministry of Electronics and IT (MeitY) has also
notified the Draft DPDP Rules 202S5.

—

The 2 .' l

Digital Personay -1

DATA PROTECTION
ACT 2023

About the act

e India’s first comprehensive data protection law governing digital personal data.lt is based on the
Supreme Court’s KS Puttaswamy (2017) judgment that recognised privacy as a fundamental right under
Article 21. Inspired by global models like EU GDPR, but with India-specific features.

Key Definitions

e Data Principal: The individual whose personal data is being processed. For minors
(under 18) or persons under guardianship, their guardian counts as the data principal.

e Data Fiduciary: An entity (company, organization, person) that decides the purpose
and means of processing personal data.

e Data Processor: Someone who processes data on behalf of a fiduciary (for example,
a cloud service provider).

e Digital Personal Data: Personal data in digital form — whether collected online, or
digitized after being collected in physical form.

e Personal Data Breach: Any unauthorized access, loss, or alteration of personal data
that affects its confidentiality, integrity, or availability.
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Significant Data Fiduciary (SDF): A classification for fiduciaries that handle large
volumes or sensitive data, or pose a particular risk to data principals, national security,
or public order.

Consent Manager: A new intermediary role — these are entities that help manage
user consent in a standardized way.

Scope and Applicability

The Act regulates digital personal data. Paper records that have never been digitized
are not covered.

It has extraterritorial reach: If a company outside India is processing digital personal
data of individuals in India (e.g., offering services to Indians), the Act can apply.
Certain categories are excluded from the Act: e.g., purely personal or domestic use,
self-published data, or some government-related processing.

Major Principles and Obligations
The DPDP Act is built on several core data protection principles:
1. Consent: Processing personal data generally requires free, informed, specific consent

from the data principal. Consent notices must clearly explain what data is collected,
why, and how it will be used. Data principals must be informed how to withdraw
consent.
Purpose Limitation & Data Minimization: Fiduciaries should collect on/ly the data
that is necessary for the stated purpose. The data should not be retained longer than
needed for that purpose.
Security Safeguards: Fiduciaries must ensure accuracy, privacy-by-design,
security safeguards. They must notify DPBI and affected person in case of data
breach.
Rights of Data Principals The Act grants various rights to individuals, including:
o Right to Access: You can ask what data is being held about you.
Right to Correction/Erasure: You can ask to correct wrong data or delete it
under some conditions.
Right to Withdraw Consent: You can revoke your consent.
o Grievance Redressal: You can complain to the Data Protection Board if your
rights are violated.
o Nominate a Consent Manager: You may choose someone (a ‘“‘consent
manager’’) to make data-related decisions on your behalf.
Special Protections for Children: The Act prohibits behavioral monitoring or
targeted advertising for children (under 18). Consent for minors’ data needs to be
verifiable (through guardian), per rules.
Significant Data Fiduciary (SDF) Obligations: They have stricter obligations:
appoint a data protection officer in India, conduct impact assessments, periodic audits,
etc.

Institutional Mechanism: Data Protection Board

The Act establishes a Data Protection Board of India to enforce compliance. This
Board has investigatory powers: it can look into grievances, order corrective action,
and impose penalties for non-compliance.
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Penalties: For serious breaches (e.g., failing to protect data), fines can go up to ¥ 250
crore in certain cases.
Appeals against Board decisions go to the Telecom Disputes Settlement and

Appellate Tribunal (TDSAT).

Exemptions & State Powers
The Act gives certain exemptions to the government: for reasons including sovereignty,
security, public order, or crime prevention. Certain rights & obligations do not apply for:

Notified State agencies (national security, sovereignty, public order).
Research, archiving, statistical purposes.

Startups or notified classes of Data Fiduciaries.

Judicial functions.

Enforcement of legal rights.

Processing foreign data under foreign contracts.

Key Features of the Notified DPDP Rules, 2025

1.

Consent Managers: Role introduced to manage user consent in a standardized way. Consent
Managers must be Indian-registered companies. They must register with the Data Protection Board
and comply with rules.

Security Safeguards: Data fiduciaries required to adopt technical & organizational measures:
encryption, masking, access controls, monitoring. They must log data access and security events.
Breach Notification: Data fiduciaries must notify the Data Protection Board and affected data
principals within 72 hours of a data breach. Notices should include: what happened, when, how,
impact, and remediation steps.

Data Retention & Erasure: Intermediaries (e.g., social media, e-commerce) must delete user data
after 3 years of inactivity. Before deletion, data principals must be given 48-hour notice.
Data fiduciaries must also erase data that is no longer needed for its purpose.

Parental Consent for Minors: For processing personal data of children < 18 years, verifiable
parental consent is required. Data fiduciaries must ensure the person giving consent is actually a
parent/guardian.

Digital-First Data Protection Board: The DPBI is designed to function digitally: grievance redressal,
consent-manager registration, breach reporting, etc., can be handled online. The Board can suspend
or cancel Consent Manager registration in case of non-compliance.

WHAT IT MEANS FOR CONSUMERS KEY PROVISIONS
® DATA can be ® SAFEGUARDS, ® ALL data to be Indian Digital
processed or including penalties, - categorized under
shared by any introduced to three heads— persona.' Data
entity only after prevent misuse of general, sensitive Protection Act
consent. personal data. and critical. 2023

THE GOVERNMENT & REGULATORY ROLE

® GOVT will have ® THE bill ® SENSITIVE data
the power to mandates that all has to be stored in
obtain any user’s financial and India but can be
non-personal data critical data has to processed outside
from companies. be stored in India. with consent.

WHAT COMPANIES HAVE TO DO

® SOCIAL media ® SHARING data ® DATA breach
firms to formulate without consent or inaction will

a voluntary will entail a fine of entail a fine of IS5
verification <15 crore or 4% of crore or 2% of
process for users. global turnover. global turnover.

Source: Mint research
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7. Cross-Border Transfers: Personal data can be transferred outside India, but subject to conditions set
by the Central Government. These conditions can include making data available to foreign states, if

required by law.
Criticisms
While the DPDP Act is a big step forward, it has drawn various criticisms:

1. Broad Exemptions for the State: Critics argue that the exemptions granted to state
agencies are too wide, which may dilute citizens’ privacy rights.

2. Limited Rights Compared to Other Laws (e.g. GDPR):The Act does not provide
a right to data portability, which is often seen in other data protection laws.

3. Cross-border Data Flow: The Act allows free transfer of data to other nations, with
the government able to impose restrictions later — raising concerns about data
sovereignty.

4. No Private Compensation Mechanism: Unlike some data protection regimes, data
principals under DPDP cannot directly claim compensation from fiduciaries for data
breaches. Instead, penalties are imposed by the Board.

5. Enforcement Challenges: Implementing the law at scale, especially for small
businesses, and ensuring firms meet security and auditing requirements might be
difficult.

Way forward

e Clear definitions for exemptions (security, sovereignty).

e Stronger safeguards for govt data processing.

e Bilateral data transfer agreements.

e Regular updates to deal with emerging tech (Al, biometrics).

e Adopt best practices from GDPR, EU-US Data Privacy Framework.

e The Ambaji white marble from Banaskantha district, Gujarat, has been awarded the Geographical
Indication (GI) tag by the Geographical Indications Registry under the Ministry of Commerce &
Industry. The tag has been granted in the name of the Ambaji Marbles Quarry and Factory
Association.

About Ambaji Marble:
e Sourced from Ambaji, a major Shaktipeeth and pilgrimage centre.
e Known for its pure white colour, fine texture, shine, and durability.
e Historically used in temple construction for 1,200-1,500 years, including during the period when the
Dilwara Jain Temples (Mount Abu) were built.
e The marble’s strength and high calcium content give it long-lasting purity; industrialists note that
even the stones of the Taj Mahal show ageing, but Ambaji marble retains its whiteness.
e Used in temple construction abroad as well—U.S., England, New Zealand, etc.
o The GI recognition further boosts the global brand value of Ambaji marble.
What is a GI Tag?

A Geographical Indication (GI) is a sign used on products that have a specific geographical origin and
possess qualities, reputation, or characteristics essentially attributable to that location.
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e Governed by the Geographical Indications of Goods (Registration and Protection) Act, 1999.
e Valid for 10 years; can be renewed.

o Helps protect local heritage, promote rural development, and prevent misuse or imitation of region-
specific products.

Some important GI-Tagged Products in India
1. Andhra Pradesh: Araku Coffee, Tirupati Laddu, Venkatagiri Saree, Kondapalli

Toys, Bobbili Veena

Arunachal Pradesh: Idu Mishmi Textiles, Yak Churpi

Assam: Muga Silk, Assam Orthodox Tea, Boka Chaul, Sarthebari Metal Craft

Bihar: Madhubani Painting, Bhagalpuri Silk, Sikki Grass Work, Katarni Rice

Chhattisgarh: Bastar Dhokra, Bastar Wooden Craft, Jeeraphool Rice

Goa: Feni, Khola Chilli

Gujarat: Patan Patola, Kutch Embroidery, Gir Kesar Mango, Sankheda Furniture,

Ambaji White Marble

8. Haryana: Bhiwani Handloom Saree, Phulkari

9. Himachal Pradesh: Kangra Tea, Chamba Rumal, Kinnauri Shawl

10.Jharkhand: Sohrai Khovar Painting, Dokra Craft

11.Karnataka: Mysore Silk, Mysore Sandal Soap, Channapatna Toys, Ilkal Saree,
Coorg Arabica Coffee

12.Kerala: Aranmula Kannadi, Alleppey Green Cardamom, Vazhakulam Pineapple,
Kasaragod Saree, Wayanad Robusta Coffee

13.Ladakh: Ladakh Apricot, Wood Carving of Ladakh

14.Madhya Pradesh: Maheshwari Saree, Chanderi Fabric, Ratlam Sev

15.Maharashtra: Alphonso Mango, Paithani Saree, Kolhapuri Chappal, Nashik Grapes,
Puneri Pagadi

16.Manipur: Chakhao Black Rice, Moirang Phee, Shaphee Lanphee

17.Meghalaya: Memong Narang, Garo Dakmanda

18.Mizoram: Mizo Tawlhlohpuan, Mizo Hmaram

19.Nagaland: Naga Mircha, Naga Tree Tomato

20.0disha: Odisha Rasagola, Kandhamal Haldi, Pipli Applique Work

21.Punjab: Phulkari, Amritsari Papad, Basmati Rice

22.Rajasthan: Blue Pottery of Jaipur, Kota Doria, Kathputli, Makrana Marble

23.Sikkim: Sikkim Large Cardamom, Dalle Khursani

24. Tamil Nadu: Kanchipuram Silk, Madurai Jasmine, Thanjavur Paintings, Salem
Turmeric, Thanjavur Dolls

25.Telangana: Pochampally Ikat, Gadwal Saree, Karimnagar Silver Filigree

26.Tripura: Rignai-Risa, Tripura Queen Pineapple

27.Uttar Pradesh: Banarasi Saree, Lucknow Chikan, Kannauj Perfume, Meerut
Scissors, Allahabad Surkha Guava

28.Uttarakhand: Aipan Art, Ringaal Handicraft

29.West Bengal: Darjeeling Tea, Nakshi Kantha, Gobindobhog Rice, Fazli Mango
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